MpunoxeHne N 1

MAMATKA )
ANSi OBYYAIOLUMXCSI OB UHOOPMALIMOHHOW BE30MACHOCTY AETEM

HENb3A

1. Bcem nogpsig coobLaTth CBOK YaCcTHYI MHpopmaumio (HacToswme nms, damunuio, TenedoH, agpec,
HOMep LUKOSbI, a Takke poTorpadum cBon, CBOe ceMbi 1 Apy3en);

2. OTKprBaTb BITOXXE€HHble (baVIJ'IbI SHGKTpOHHOVI NOYThbI, KOraa He 3Haellb OTNnpaBUTEnNA;,
3. pr6v|Tb, npnanpaTbCad, Oka3biBaTb AaBlieHNE - BeCTU cebs1 HeBEXITMBO U arpeccuBHO;
4. He pacnopmkaﬁcq heHbramm TBOen cembm be3 pa3pelwleHnda ctaplmx - sceraa CI'IpaLIJI/IBaIZ pop,vlTene|7|;

5. He BcTpeuyaiica ¢ MIHTepHET-3HAKOMbIMU B pearnbHOM XU3HM - MOCOBETYINCS CO B3POCHbIM, KOTOPOMY
JAoBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npaeay. Yntaewsb o cebe Henpaeay B VIHTepHeTe - coobLm 06 3TOM CBOMM POAUTENSM
UM onekyHam;

2. MNpuvrnawatoT nepennceiBaTbCs, UrpaTb, 0OMEHNBATLCS - NPOBEPbL, HET N MOOBOXA;

3. HezakoHHOe konnpoBaHue ¢ainoB B VIHTEpHETE - BOPOBCTBO;



4. Bcerga paCCKa3bIBal7I B3POCIbIM O npoGnemax B CETU - OHWN BCerga rnomMoryT;

5. Mcnonb3ayin HacTpoliku 6e30nacHOCTM 1 MPMBATHOCTK, YTOGbI HE MOTEPSITb CBOW aKKayHTbl B COLICETSX U
APYrux nopranax.

MOXHO
1. YBaxan gpyrux nonb3oBartenewu;
2. Monb3ayelubca IHTEPHET-UCTOYHMKOM - ferian CCbINKy Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChINKU, B KOTOPbIX YBEPEH;
4. O6waTtbcs 3a NOMOLLbIO B3POCIbIM - POAUTENM, ONEKYHbl U aAMUHUCTPaLMS CalnToB BCerga nomoryT;

5. MNponan oby4eHne Ha canTte "CeTeBUYOK" 1 NOMyYn NacnopT LMdPOBOro rpaxaaHuHal

Mpunoxexue N 2

NH®OPMALIMOHHAA NAMATKA
AOnA OBYYAIOLWMXCA ANA PASMELLEHUA
HA O®ULIMANBbHbLIX UHTEPHET-PECYPCAX

C KaxgbIM rogoM MOMOAEXWN B MHTEPHETE CTAHOBUTHLCA OOMblUe, a LUKOMbHUKM OOHWU M3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHeTta. Mexgy TemM, MOMMMO OFPOMHOIO KONMYeCTBa BO3MOXHOCTEN, MHTEPHET HECET U NPobieMbl.
3OTa namaATKa gomkHa noMo4yb Tebe 6e3onacHo HaxoAUTbCS B CETU.

KoMnbloTepHble BUPYCbI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBMAHOCTb KOMMBIOTEPHBIX MNPOrpaMm, OTIIMYUTENBHON OCOBGEHHOCTHIO
KOTOpPOW sIBNSIETCHA CMOCOOHOCTL K pa3MHOXEHMI0. B 4ONONHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEAMUTL UMW NMONTHOCTBIO
YHUYTOXMTb BCce dainbl M AaHHble, MOAKOHTPOSbHbIE MNOMb30BaTeNto, OT MMEHM KOTOporo Obina 3anylieHa
3apa)xeHHas nporpaMma, a Takke NOBPeAUTb UMK AaXe YHUHTOXMUTb ONepaLmoHHY0 CUCTEMY CO BceMu dhainamu B
uenoM. B 6bonbLUMHCTBE CriyyaeB pacnpoCTPaHsaTCS BUPYChl Yepe3 UHTEPHET.

MeToabl 3aLmMTbl OT BPeAOHOCHBIX Mporpamm:

1. Vcnonb3yin COBpEMEHHbIE ONepPaLNoHHbIE CUCTEMbI, UMELLNE CEPbE3HbIN YPOBEHb 3aLUMTbI OT
BPEAOHOCHBIX MPOrpamm;

2. lMocTosHHO ycTaHaBnMBaW navtu (UMAPOBLIE 3anfaTkvM, KOTOPble aBTOMaTUYECKM yCTaHaBNMBAKOTCHA C
uenblo JopaboTkM nporpammbl) U Opyrne OGHOBIIEHUS CBOEW onepaumoHHOM cmucTeMbl. CkaumBam MX TOMbKO C
oduumanbHoro canta paspabotunka OC. Ecnu cywiecTByeT pexxmm aBToMaTU4eCKOro 0OHOBMEHUS, BKIOYU €r0;

3. PaboTtawn Ha cBoeM kOMMbOTEPE MOA NpaBaMu Morb3oBaTens, a He agMUHUCTpaTopa. OTO He NO3BONUT
OONbLUNHCTBY BPE4OHOCHBIX NPOrpamMmm MHCTaNIMpoOBaTbCs HA TBOEM MEPCOHANbHOM KOMMbIOTEPE;

4. Vcnonb3yin aHTUBUPYCHbIE NPOrpaMMHbIE NPOAYKTbI U3BECTHbIX MPOM3BOANUTENEN, C aBTOMATUYECKNM
obHoBMeHneM 6a3s;

5. OrpaHunyb pr3nYeckuii 4OCTYN K KOMMNbIOTEPY Arsi TOCTOPOHHMX JNL;

6. Ncnonb3yi BHeLLHWE HocUTeNu nHopMaLmm, Takme Kak dneLuka, AUCcK unm pamn n3 MHTepHeTa, TONbKO
N3 NPOBEPEHHBLIX UCTOYHUKOB;



7. He oTkpblBa KOMMbIOTEPHbIE (pairbl, NOMyYeHHble U3 HEHaOEXHbIX WUCTOYHUKOB. [axe Te hainsl,
KOTOpble npucrarn TBOW 3HAaKOMBbIN. Jly4lle yTO4YHM Y HEro, oTNpaBnsn Niv oH Tebe nx.

Cetn WI-FI

Wi-Fi - aT0 He BuA nepegayvv OaHHbIX, HE TEXHOMNOrMMsA, a Bcero nuwb 6pena, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHus 3apervctpupoBana 6peHg "WECA", uto obosHavano cnosocodveTaHune "Wireless
Fidelity", koTopblii nepeBoauTcs kak "6ecnpoBogHas TOYHOCTb".

[o Hawero BpemeHu powrna gpyras abbpeBuatypa, KoTopasi SIBMSETCA TaKOW e TexHonorven. 370
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue GbINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOM TeXHUKM Hi-Fi, uTo
B NepeBoe 03HayaeT "BblcoKasi TOYHOCTL".

Oa, OecnnaTtHbIN MHTEPHEeT-A0CTyNn B Kad’)e, oTenax n asponopTax ABndeTcA OTITMYHON BO3MOXXHOCTbLIO BbIXO4a
B UHTEPHET. Ho mHorue 9KCNepTbl CHUTAKOT, YTO O6LLI.ep,OCTyI'IHbIe Wi-Fi cet He sBnsitoTcs 6e3onacHbIMU.

CoBeThl No 6e3onacHocTN paboThl B 06wenocTynHbIx cetax Wi-fi:

1. He nepemaBanm cBOWO nuYHY MHopmaumio 4Yepes obwepoctynHele Wi-Fi cetn. PaboTtas B Hux,
XenatenbHO He BBOAMTb MNaposiv AOCTYyNa, NOrMHbI U Kakne-To HoMepa;

2. cnonb3yi 1 06HOBNAW aHTUBUPYCHbIE NporpaMmel 1 BpaHamayep. Tem cambiM Thl o6e3onacuilb cebs ot
3aKayku BMpYyCa Ha TBOE YCTPOMWCTBO;

3. Mpu ncnonbsosanHum Wi-Fi otkntoun dyHkumio "O6wmin goctyn K dparinam u npuHtepam”. [laHHasa oyHKuns
3aKpbiTa N0 YMOMYaHUIO, OAHAKO HEKOTOPLIE MONb30BaTENN aKTUBMPYIOT ee Ans yaobcTea UCNonb3oBaHWs B paboTe
unu y4yebe;

4. He vcnonb3ayn nyonuynbin WI-FI gns nepegaym nuyHbIX gaHHbIX, HANpUMep And BbiXoda B coumarnbHble
CETU UMW B 3NEKTPOHHYIO MOYTY;

5. Mcnonb3yn TonbKo 3awmeHHoe coeamHenne vyeped HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkuuo "lMogkntoderHne k Wi-Fi aBTomaTtudyeckn". He pgonyckam
aBTOMAaTMYECKOro NOAKMYeHNsa ycTponcTtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETU aKTMBHO BXOAAT B HaLy >KW3Hb, MHOTME MoguM paboTaloT M XKMBYT TaMm MOCTOSHHO, a B
Facebook yxe 3apernctpupoBaH Munnuapg 4Yernosek, UYTO SABNAETCA OOHOW CedbMOW BCEX XWUTerewn MraHeTbl.
MHorve nonb3oBaTeny He MOHUMAIOT, YTO MHAOPMAaLMS, pa3MeLLeHHas UMW B COLMarbHbIX CETSX, MOXET ObiTb
HalgeHa 1 CMonb30oBaHa KeM YrogHo, B TOM Yucne He oba3aTtensHo ¢ 6narumm HamepeHnsiMu.

OcCHOBHbIe COBEThI N0 6E30MNAaCHOCTU B CoLNarnbHbIX CETSX:
1. OrpaHnyb cnvcok apy3en. Y 1ebs B Apy3bsAX He AOIMKHO OblTb CyYanHbIX U HE3HAKOMBbIX JIIOOEN;

2. 3awuian CBOK YacTHY XM3Hb. He ykasbiBan naponwu, TenedoHbl, agpeca, aTy TBOEro POXAEHUS U
OPYTYI0 NMMYHYO MHGOPMaLMIO. 3NOYyMbILLIIEHHVKN MOTYT MCMONb30BaTh AaXe UHGOPMAaLMIO O TOM, Kak Tbl 1 TBOU
pPOAUTENM NMaHMPYETE NPOBECTU KAHWKYITbI;

3. Bawuwan ceol penyTaumio - AEpPXM ee B YNCTOTE 1 3adaBan cebe Bonpoc: xoten 6bl Tbl, YTOObLI Apyrue
nonb3oBaTeny BUAENM, YTO Thl 3arpykaelb? MNogymain, npexae Yem 4YTo-To onybnvkoBaTh, HanucaTb U 3arpy3uThb;

4. Ecnu Thl roBOpuLLb C NioabMW, KOTOPbIX HE 3HaELllb, HE I/ICI'IOJ'IbSyIZ CBO€ pealibHOE UMA U OPYryro JINYHYO
VIH(*)OpMaLI,VIVIZ M4, MeCTO XUTenbcTtBa, MeCTo yqe6b| N npoyee,

5. N3beran pasmelneHus cdotorpacduii B IHTEpHeTe, rae Tbl N3006paxkeH Ha MECTHOCTU, MO KOTOPOMA MOXHO



onpenerintb TBOE MECTOMNOJI0XEHUE;

6. Mpu pernctpaummn B coumanbHOM ceTM HEOOXOAMMO MCNOMNb30BaTh CIOXHbBIE Naposnu, CocTosime M3 OyKB
“ Undp U C KONUYECTBOM 3HAKOB HE MeHee 8;

7. lnsa coumnanbHON ceTun, NoYThbl K apyrux caToB He0b6X0AMMO UCMOMb30BaThb pa3Hble naponu. Torpa ecnu
Tebs B3NoMatoT, TO 3MOYyMbILUNEeHHUKX nony4aT 4OCTyn TOJ1bKO K OAHOMY MECTY, a HE BO BCe Cpaa3y.

OneKTpoHHbIe AeHbrn

SﬂeKTpOHHbIe AOeHbrn - 3TO O4YeHb y,El.06HbIl71 cnocob nnartexen, OHaKO CyLleCTBYHOT MOLUEHHUKUN, KOTOPbIE
XOTAT NONYYNUTb 3TN OEHbIN.

SﬂeKTpOHHbIe OEeHbrnm noABMUINCb coBCeEM HEOQABHO N UMEHHO M13-3a 3TOr0 BO MHOIMX rocygapcreax 4o cux nop
He nponmncaHo Nnpo HUX B 3aKOHax.

B Poccum xxe oHM hyHKUMOHMPYIOT M O HUX Y>Ke MPOMMCaHo B 3aKOHe, rae UX pasgensioT Ha HECKONbKO BUAOB
- daHOHMMHbIEe N HE aHOHUMMHbIE. PasHmu,a B TOM, YTO aHOHMUMHbIE - 3TO Te, B KOTOprX paapemaeTc;l I'IpOBOLI,I/ITb
onepau,mm 663 VI,EI,eHTVICbI/IKaLLVIVI nonb3oBaTtesnid, a B HEaHOHMMHbIX I/Ip,eHTI/I(*)I/IKaLLI/IFI nonb30oBaTena 4BndeTcyd
obs3aTenbHOMN.

Tawkke cnegyeT pasnuuaTb 3NEKTPOHHble uaTHble AeHbrn (paBHbl rOCy4apCTBEHHbIM BanioTam) u
3NEKTPOHHbIE HemaTHble AeHbMM (He paBHbl FOCYAAapPCTBEHHbIM BanioTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEeKTPOHHBLIMWU AeHbraMu:

1. MpuBsixun K c4eTy MOBUNBHLIN TeNegoH. ATO cambli yAOOHbIN 1 BbICTPLIM CNOCOO BOCCTAaHOBUTL 4OCTYM K
cuety. lNpmBA3aHHbIN TenedoH NOMOXET, ecnu 3abydellb CBOM MMaTeXHbIM Mapofnb WM 3angellb Ha calT C
HEe3HaKoOMOro yCTPOMNCTBA;

2. Ucnonb3yi ogHopasoBblie naponu. [locne nepexoga Ha yCUNEHHyK aBTopu3auuio Tebe yxe He byger
yrpoXaTb OMAaCHOCTb KPaXW UIK NepexsaTa NnaTeXxHoro napons;

3. Bbibepu cnoxHbii naponb. MNpecTynHukam 6yaeTt He NPOCTO yragaTbh COXHbIV Naponb. HagexHbie naponm
- 9TO Naponun, KOTOpble COAepPXXaT He MeHee 8 3HAKOB M BKIOYAlOT B ce6S CTPOYHbIE M NPONUCHBbIE BYKBbI, LMdPbI U
HECKONbKO CMMBOJSIOB, TaKMe Kak 3HaK gonnapa, yHTa, BocKnmuaTenbHbIl 3Hak 1 T.n. Hanpumep,
$tRONg!;;

4. He BBOOM CBOM INTMYHbBIE JaHHbIE HA canTax, KOTOPbIM HE AOBEpSELLb.
AneKkTpoHHaA no4ta

OnekTpoHHas MnoyTa - 9TO TEXHOMOrMs 1 MpeaocTaBnseMble €0 YCNyrn Mo Mepechbiike U MONyYeHuto
3MEKTPOHHbIX COOOLLEHUI, KOTOPbIE pacrnpedensitoTcss B KOMMboTepHOM ceTu. OBbIMHO 3MEKTPOHHbLIA MOYTOBbIV
AWK BbIMAANT crnegyowmnm obpa3om: UMs_nonb3oBaTtensa@uvs_aomMeHa. Takke Kpome nepefayn npocToro
TEeKCTa, UMeeTCHa BO3MOXHOCTb NepedasaTb oannbl.

OcHoBHble coBeTbl No 6e3onacHor paboTe C SMEKTPOHHOM NOYTOMN:

1. Hago BbibpaTb NpaBuUnbHbIA MOYTOBbLIA cepBUC. B MHTEpHETe ecTb OrpoMHbIA BbIOOp ©GecnnaTHbIX
MOYTOBbIX CEPBUCOB, OAHAKO Ny4lle AOBEPSTb TEM, KOO 3HaELUb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBah B JMYHOM MNOYTE JIMYHYO UWHpopmauumo. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIN_aHaTt@" unu "pok2013" BmecTo "temal13";

3. MCI'IOJ'Ib3yl7I OBYX3TalHy aBTOPpU3aLmnio. 9710 KOrga NoMMMOo napona HyXXHO BBOAUTb KO, ﬂpMCbIﬂaeMbIVI no
SMS;

4. Bbibepyu CNoxXHbIN Naposb. Onsa Kaxgoro NoYTOBOro siLMKa JOJHKEH ObiTb CBOW HAAEXHBIN, YCTONYMBBIN K



B3J10MY NapoOrsib;
5. Ecnn ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NMNYHbIN BOMpocC, I/ICI'IOJ'Ib3yl71 3TY BO3MOXHOCTb;,

6. |/|CI'IOJ'Ib3yl7I HECKOJ1bKO MO4TOBbIX ALLNKOB. I'IepBbuZ Onsi YacTHOM nepennckn ¢ agpecatamMmu, KOTOpbIM Thbl
noBepdeLlb. 310 SJ'IeKTpOHHbIIZ agpec He Haao ucnonb3oBaTb NpU perncTpaumm Ha (bopymax 1 cantax;

7. He oTkpbiBan danrnbl n Apyrve BNOXeHUs B MUCbMaXx, Aaxe ecriv OHW NpULLINKY OT TBOMX Apy3ei. Jyywe
YTOUHW Y HUX, OTNPaBnAny nu oHn Tebe aTn ansbl;

8. MNMocne okoH4YaHMs paboTbl HA MOYTOBOM CEPBUCE NEper 3aKpbiTUEM BKMNaQKM C cCanToM He 3abyab HaxaTb
Ha "Bbiiti".

KnbepOynnuHr unv BupTyanbHoe u3geBaTenbCcTBO

KM6ep6yJ'IJ'IMHF - npecnegoesaHue COO6LL|,eHI/I9|MM, coaepXxawmmm OCKOp6]'IeHM$|, arpeccuio, 3anyrmsaHue;
XynuraHcTBo,; couunarnbHoe 6OI;1KOTMpOBaHMe C NOMOLLbHO Pa3finM4HbIX NHTEPHET-CepBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbynnmMHrom:

1. He 6pocaiica B 60n. Jlyywmin cnocob: nocoBeToBaTbCA Kak cebsa BECTU U, €CNN HET TOro, K KOMY MOXHO
obpaTtuTbCA, TO BHa4arne ycrnokoutbcs. ECnn Tbl HAYHELLb OTBEYaTb OCKOPONEeHnsiMn Ha ockopbneHus, To TONbKO
eLle 6onblue pasoxoKellb KOHQIUKT;

2. YnpaBnsan ceoen kubeppenyTauven;
3. AHOHMMHOCTb B ceTu MHUMas. CyLLeCTBYIOT CNOCODbI BLISCHUTL, KTO CTOUT 38 aHOHUMHbBIM aKKayHTOM;

4. He cTonT BECTM XyNnuraHckuii obpas BUpTYyanbHOM XM3HU. VIHTEpPHET bmKcMpyeT Bce TBOM AENCTBUSA U
COXpaHsaeT uX. YaanuTtb ux OyaeT kpanHe 3aTpyAHUTENbHO;

5. Cobntogan cBot BUPTYaribHYH YeCTb CMOSIOAY;

6. UrHopupyh eanHnyHbIi Heratme. OgHOPa30oBble OCKOPOUTENbHBIE COOOLEHNA MNy4lle UTHOPUPOBAaTb.
O6bIYHO arpeccus npekpalLaeTcsl Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMUW COOBLLEHUAMMN, B COLMArbHbIX CETAX €CTb
BO3MOXXHOCTb O/TOKMPOBKM OTMNpaBKmn COOBLLIEHNI C onpeaeneHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBon gencTBust: BbICTYNUTL NPOTUB NpecrieaoBaTens, nokasaTtb emy,
4YTO €ero AeWCTBMS OLIEHMBAKOTCSA HEraTMBHO, MOAOEPXKaTb KEPTBY, KOTOPOMW Hy)KHa MCMXONormyeckasi nomMoLLb,
Co0BLWNTL B3POCIbIM O haKTe arpecCMBHOMO NMOBEAEHNS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI U NNaHWeTbl cogepxaT B cebe BNomnHe B3pochbli OyHKLMOHAM, 1 Tenepb OHM
MOTYT KOHKYPUPOBaTb CO CTalMOHapHbIMM KoMMnbioTepamu. OgHako, cpeacTB 3awmTbl AN Nogo6HbIX YCTPOWCTB
noka o4yeHb mMarno. TecTupoBaHUe U NOUCK YA3BUMOCTEN B HUX NPOUCXOAUT He Tak MHTEeHCUBHO, kak angd MK, 1o xe
camoe KacaeTcsl U MOBUMBbHLIX MPUNOXEHWNIA.

CoBpeMeHHble MOOWNbHble Opaysepbl yXKe MpakTMYecku [OrHanu HacToflbHble aHaroru, OfgHaKo
paclumpeHmne yHKLMOHana BriedeT 3a co6oi 6orblUyo CIOXXHOCTb Y MEHbLLYH 3aLLULLEHHOCTb.

[aneko He BCe NPOU3BOAMTENM BbIMyCKalOT OOHOBNEHWS, 3aKPbIBaKOLLME KPUTUYECKUE YA3BUMOCTU AN
CBOUX YCTPOWUCTB.

OcHoBHbIe coBeThbl A1s1 6e30nacHOCTM MOBUITBHOTO TeJ'IECbOHaZ

Hwuuero He aBngaeTcs no-HacrtosALwemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXEH, Beab Koraa Tebe npegnararoT



OecnnaTtHbIN KOHTEHT, B HEM MOryT ObITb CKPbITbl KaKne-To niiaTHbIe YCIyru;,

Oyman, npexage yem otnpaBuTe SMS, doTo nnu Bugeo. Tbl TOYHO 3HaeLWb, r4e OHWM OyayT B KOHEYHOM
utore?

HeobxoamMmMo 06HOBNSATE ONepaLMOHHY0 CUCTEMY TBOEro CMapTdOHa;
Vcnonb3yi aHTMBMPYCHbIE NPOrpaMMbl Anst MOOUIbHbIX TenedOoHOB;

He 3arpy»aii NnpunoxeHus oT HEN3BECTHOrO UCTOYHMKA, BeAb OHU MOTYT CofepXKaTb BPeAoHOCHOe
nporpaMmMHoe obecneyeHue;

Mocne Toro kak Tbl BbIAELWb C CaiTa, rae BBOAWM NUYHYO MHbopMauuto, 3ainamn B HAacTponku Gpay3epa u
yoanu cookies;

Mepuoanyeckn nposepsn, Kakne nnaTHble YCryru akTuBUPOBaHbl Ha TBOEM HOMEDE;

[aBan ceoi Homep MOBWbHOrO TenedoHa TOMbKO NOASIM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpPSELLb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrAa Tbl UM He nonbayellbes. He 3abbiBant MHOrga NnpoBepsTh 3TO.
Online urpbi

CoBpeMeHHble OHMaMH-UIpbl - 3TO KpacoudHble, 3aXBaTbiBatoLLME Pa3BreYeHUsi, OO beANHSIIOLLNE COTHM ThICAY
YeroBek Nno BcemMy mupy. Urpokn uccrnenytoT AaHHbIA UM MUp, OGLLaoTCs APYr C APYroM, BbINOMHSIIOT 3a4aHus,
CpaxalTCs C MOHCTPaMM 1 NOIy4YatoT OMbIT. 3a yA0BOMNLCTBME OHW NNATAT: MOKYNaloT AUCK, OMnaynBaloT aboHeMeHT
nnu npnobpeTaroT Kakme-To Onuuu.

Bce 3T cpeactBa uayT Ha nopdepkaHWe W pasBUTME UIPbl, a Takke Ha camy G6e30MacHOCTb:
COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPM3aLNM, BbiNycKalTCS HOBble MaTtyu (UMdpoBble 3annaTkv Afs nporpamm),
3aKpbIBAOTCS YSA3BMMOCTU CEPBEPOB.

B nogobHbIX Urpax CTOMT onacaTtbCsl He CTONMbKO CBOMX COMEPHUKOB, CKOMbKO Kpaxku TBOEro Napors, Ha
KOTOPOM OCHOBaHa cucTema aBTopu3auny 6onbLUMHCTBA Urp.

OcHoBHble coBeThbl N0 6e30MacHOCTM TBOErO UrPOBOIro akkayHTa:

1. Ecnu gpyron urpok BegeT cebs nnoxo unuv co3gaet Tebe HenpuaTHOCTK, 3a0rnOKMpPY ero B Crincke
UrPOKOB;

2. Moxanyincs agMMHMUCTPaTopam Urpbl Ha NioXoe NOBeAeHME 3TOro UIPOoKa, KernaTenbHO NPUINOXUTL Kakue-
TO [OKa3aTeNnbCTBa B BUOE CKPUHOB;

3. He ykasbiBa nnyHyo MHopMaLmio B npodanne urpsbl;
4. YBaxai apyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeoduumanbHble NaTyin n Mol

6. Vicnonb3yin cnoxHble N pasHble naponu;

7. Oaxe BO BpeEMS Urpbl HE CTOUT OTKIOYaTbL aHTUMBUPYC. [Noka Tbl Urpaellb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

PULWIKHT Unu Kpaxa NMUYHbIX OaHHbIX

O6bI4HOM Kpa>|<el7| OeHer n JOKYyMEeHTOB CerojH4 y>Ke HMKOro He yaneuilb, HO C pa3BUTUEM UHTEPHET-
TexHonorum 3MOYMbILUNTEHHUKN nepeMeCTUITNCb B UHTEPHET, U Npo4OITKakT 3aHMMaTbCA "nobuMbIM" genom.



Tak nosiBunacb HoBas yrposa: UHTEPHET-MOLLIEHHUYEeCTBa UNU OULLIMHS, rMaBHas Lefb KOTOPOro COCTOUT B
nonyyYyeHnn KoHdUaeHLManbHbIX JaHHbIX Nonb3oBaTenen - NorMHOB M naponen. Ha aHrnuinckom asbike phishing
ynTaetcs kak duwmHr (oT fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegun 3a ceoum aKKayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOA aHKeTa Obina B3nomaHa, To Heob6xoaumo
SaGHOKMpOBaTb ee N coobLWwnTb aAMUHUCTpPaTopaM pecypca 00 3TOM Kak MOXHO CKopee,

2. |/|CI'IOJ'Ib3yl7I Oe3onacHble Beb-calTbl, B TOM YuCne, MHTEPHET-MarasmHoB U NOUCKOBbIX CUCTEM;

3. |/|CI'IOJ'Ib3yl71 CNOXHble N pa3Hble Maponu. Takum o6pa30M, ecnu Tebs B3nNomawT, TO 3N10YMbILLUITEHHUKN
nonyyart AO0CTyNn TONMbKO K O4HOMY TBOEMY I'IpO(*)I/IJ'IlO B CE€TU, a HE KO BCEM;

4. Ecnu 1ebs B3nomanu, To HE06XxoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOpble AobaBneHbl y Tebs
B OpPYy3bsiX, O TOM, 4YTO Tebsa B3nomManu u, BO3MOXHO, OT TBOEro UMeHU OyaeT paccbinatbCsl Cnam M CCbIKU Ha
(OULLIMHIOBbIE CaNnThbl;

5. YcraHoBu HagexHbin naporb (PIN) Ha MOBUNbHBIN TenedoH;
6. OTkMoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan cannbl 1 Apyrne BROXEHUS B NUCbMaXx, AaXe €CNU OHU MPULLINKM OT TBOUX Apy3en. Jlyywe
YTOYHM Y HUX, OTNPAaBAANU N oHn Tebe atu hannbl.

LUuncpoBas penyTtauums

Lincdppoas penytauus - 370 HeratMBHasi Unn NO3UTUBHasS MHGOpMaLumsa B ceTn o Tebe. KomnpomeTtupytowias
WMHpopmaLus, pasmeLLeHHas B UHTEPHETE, MOXET Cepbe3HbIM 0Opa3oM OTPasnUTbLCA Ha TBOEW pearnibHOMN XXU3HW.
"Lincpposas penytaumns” - aTo TBOM UMUAXK, KOTOPbIA dOpMUPYETCS M3 MHCpopMaLum O Tebe B MHTEPHETE.

TBOE MECTO XMTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOSIOXEHME, OCODEHHOCTU XapakTepa M pacckasbl O
Gnn3KNX - BCE 9TO HAKaNNMBAETCS B CETU.

MHorne nogpoCTKM IErkoMbICITIEHHO OTHOCATCS K nybnukauuu nuyHom wmHdopmaumm B VIHTepHeTe, He
NOHMMasa BO3MOXHbIX NOCNEeACTBMN. Thbl JaXe HEe CMOXeLlb JoragaTbCa 0 TOM, YTo dhoTorpadums, pasmeLleHHas 5
neT Hasag, crtana npuYnHON OTKasa NPUHATL TebA Ha paboTy.

KommeHTapun, pasmelleHne TBomx cdotorpadumii n gpyrme gencTenst MOryT HE MCUYE3HYTb Aaxe nocre Toro,
Kak Tbl UX yganuuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty uHdOopMauuMio, nonarna fim oHa B MOUCKOBbIE CUCTEMbI U
coxpaHunach /i1 OHa, a [MaBHOE: YTO NogymaroT o Tebe okpyKatoLime fMoamM, KOTopble HaMayT U yBMAAT 3To. Hantu
NMHOPMaLIMIO MHOTO F1IET CMYCTS CMOXET Mo0o - Kak U3 fo6pbIX NOGYXAEHUIA, Tak U C HAMEPEHMEM MPUYUHUTL
Bpea. OT0 MOXeT ObITb KTO YrogHo.

OcHoBHbIe coBeTbl NO 3awmTe UMPOBON penyTauun:
1. Nogyman, npexage Yyem 4To-To Ny6nukoBaTh 1 NnepegaeaTb y cebs B brore nnv B coumanbHON CETY;

2. B HacTponkax npodunsa ycTaHOBM OrpaHU4eHusi Ha MPOCMOTP TBOEro npoduns u ero CoaepXumoro,
caenan ero Tornbko "ons apysen";

3. He pasmellan 1 He yka3biBan MHOPMaLMIO, KOTOpasi MOXET KOro-nmbo ockoponaTe unu obmkaTb.
ABTOpCKOe npaBo

CoBpeMeHHbIe LLKOMbHUKA - aKTUBHbIE MONib3oBaTeNn LUMGPOBOro npoctpaHcTea. OaHako Oaneko He Bce
3HalOT, 4YTO TMOMb30BaHWME MHOMMMM BO3MOXHOCTAMM LUUGPOBOro Mupa TpebyeT cobnogeHns npae Ha
WHTENNeKTyanbHylo COGCTBEHHOCTb.



TepMynH "mHTennektyanbHas COOCTBEHHOCTb" OTHOCUTCS K pPasfiM4yHbIM TBOPEHMWSAM
4YernoBeYecKoro yma, Ha4ymHasi C HoBbIX M300peTEHNI N 3HAKOB, 0003Ha4atoLLMX COOCTBEHHOCTL Ha
NPoAyKTbl U YCyrK, 1 3akaHyuBasi KHUramm, gotorpamsimn, KuHodunbMaMmn U My3sblkanbHbIMU
npon3seaeHUsIMAN.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTEeSseKTyarbHyl0o COGCTBEHHOCTb Ha Npov3BeaeHUst
Hayku, NUTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUM TOro, YTO
MHTENNeKTyanbHbIW/TBOPYECKUN Tpyd aBTopa He OyaeT HanpacHbiM, 4acT emy crpaBefnuBble
BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro TpyAa, NoSlyduTb M3BECTHOCTb M MpU3HaHue.
HukTo Ge3 pa3spelueHusi aBTopa He MOXeT BOCNPOU3BOAUTL €0 NPou3BeeHne, pacnpocTpaHsTh,
nyGnn4YHO [EeMOHCTpUpOoBaTb, MpodaBaTb, MMMOPTMPOBATh, MNyckaTb B MpokaTt, ny6GrnuyHo
UCMNOINHATL, NOKa3bIBaTL/UCMONHATE B 3chvpe Unu pa3mMellaTtb B VIHTepHeTe.

VMcnonb3oBaHue |'I'Il/‘IpaTCKOFO" nporpamMmmMHoro obecrnevyeHnst MOXeT npmBeCctn K MHOImMm
puckam: OT noTepu AdaHHbIX K TBOUM akKkayHTamMm [0 6J'IOKI/1pOBKI/1 TBOEro yCTpOIZCTBa, roe
yCTaHOBJ1€Ha HenerarnbHaa nporpaMmma. He cTouT Takke 3abbiBaThb, YTO CyLLEeCTBYIOT NeranbHble
n 6ecnnaTtHble nporpamMmmbl, KOTOpble MOXHO HanTW B CETMW.

O nopTane

CeTeBUYOK.pdh - TBOM IMaBHbIN COBETYMK B CETU. 30€Ch Thl MOXELLb Y3HATL 0 6e3onacHOCTH
B CETU MOHATHbIM W AOCTYMHbIM $A3bIKOM, @ MNPW BO3HWKHOBEHMW KPUTMYECKOW CUTyauuu
obpaTutbCcsl 3a coBeTOM. A Takke MPUHATb ydacTue B KOHKypcax W CTaTb CambiM LMdPOBbLIM
rpaxxgaHuHom!



